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E-Voting Phases
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Setup

Configure election
Generate keys

Generate return codes
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E-Voting Phases

Voting
1. Authenticate

2. Send vote

3. Confirm vote
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E-Voting Ph
P

Explanations

and legal

regulations
@ A Start Voting
3 Select your
choices

4 Verify your
vote

Verify codes

Enter your
confirmation
code

Verify

finalization
code
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dses

DE FR IT RM EN @ Help
@ Start voting
Enter the Initialization Code
The code is printed card 2.
A Initialization Code (@ What is the Initialization Code?
awg5 31lkj sdv9 2093 48nd Jjgvc X

You can use both upper and lowercase.

Enter your date of birth

Then press Start.
Date of birth

+ 06 .1989

Start =

[
[ st >
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E-Voting Phases
P

DE FR IT RM  EN @ Help

v Explanations

and legal @ Verify your vote

regulations
) A Start Voting Review your choices and seal your ballot
v Select your

choices Preferences Hide A
@ Verify your 1. Do you like sunny weather?

vote

Yes
5 4 Verify codes

6 @ Enter your

confirmation . A ;
o After sealing the ballot you will not be able to change your choices

code
As long as you have not entered the confirmation code in the following step 6, you can
7 % Verify cancel the process at any time and instead vote by mail or at the ballot box. You can
finalization obtain the voting materials for postal voting or voting at the ballot box from your
code municipality.

2] Cancel voting_process # Change choices @ Seal ballot
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E-Voting Phases

I:II:P DE FR IT RM EN ® Help

v Explanations

and legal @ Enter Confirmation Key

regulations
B A Start Voting Enter your Confirmation Key below and cast your

vote into the electronic ballot box.

v Select your

choices

. Confirmation Key () What is the Confirmation Key?

v Verify your

vote

v | @ Verify codes B0 e Suae g X

@ ® Enter your

confirmation @ After confirming your vote, your vote is cast and you can no longer vote by mail or at

code the ballot box.

7 % Verify As long as you have not entered the confirmation code, you can cancel the electronic
finalization voting process and instead vote by mail or at the polling station. You can obtain the
code voting material for postal voting or voting at the polling station from your municipality.

2] Cancel voting_process Back Confirm the vote &,
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E-Voting Phases

Tally
Mix
Decrypt

Results of election
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Swiss Post E-Voting

B Canton SwissPost Internet
--------- Pre Vote System : T
-------- HTTE_—»+ Voling Server pe———ry Voter
SDM (Online)  fe— HTTPS
AMQPS Web Server HTTPS »| | Voting Client
¥
Message Broker e § ) Voting device
A —
i > cC1 | =
' JDBEC—>
]
] .
] 1
RECILLL » Post Vote System

]
; ‘ o > cc2 I osc— ==
Fooooo A : AMQPS

: - > ce3 | JDBC—> ==

v 2

S
RECTRER > Verifier »
> e | JDBC—» ==
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Swiss Post E-Voting
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Internet

Voter

Voting Client

Voting device
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Swiss Post E-Voting

B Canton SwissPost Internet
--------- Pre Vote System : T
-------- HTTE_—»+ Voling Server pe———ry Voter
SDM (Online)  fe— HTTPS
AMQPS Web Server HTTPS »| | Voting Client
¥
Message Broker e § ) Voting device
A —
i > cC1 | =
' JDBEC—>
]
] .
] 1
RECILLL » Post Vote System

]
; ‘ o > cc2 I osc— ==
Fooooo A : AMQPS

: - > ce3 | JDBC—> ==

v 2

S
RECTRER > Verifier »
> e | JDBC—» ==
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Swiss Post E-Voting

HTTPS

SwissPost

AMQPS

Message Broker

L—» Voting Server  |j¢———

HTTPS

Lb Web Server

JDBC
3 -
> CC1 L JDBC—>
—
> CC2 L JDBC—p]
AMQPS |
> cec3 | ipec—>
—————1
> CcC4 | jDBC—>
y—————

HTTPS
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Swiss Post E-Voting

B Canton SwissPost Internet
--------- Pre Vote System : T
-------- HTTE_—»+ Voling Server pe———ry Voter
SDM (Online)  fe— HTTPS
AMQPS Web Server HTTPS »| | Voting Client
¥
Message Broker e § ) Voting device
A —
i > cC1 | =
' JDBEC—>
]
] .
] 1
RECILLL » Post Vote System

]
; ‘ o > cc2 I osc— ==
Fooooo A : AMQPS

: - > ce3 | JDBC—> ==

v 2

S
RECTRER > Verifier »
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Swiss Post E-Voting
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Canton

- e o e e e e e e e
1 ¥ '
' 1
' oy
! SDM (Setup) Hmooonc
' 1
' 1
'- - - - -l
Offline
oS Tssmmm- =%
! 1
! 1
: SDM (Tally) N .
! ;
1 - .
v
----- » Verifier

SDM (Online)

HTTPS

Post Vote System
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Challenges
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: : HTTPS
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: SDM (Online) fe—+—1"| HTTPS Vote
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______ .‘,.'r Yo AMQPS Web Server HTTPS > | voting Client
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 Challenge - Scalability

From Monolith to Multi-Tenant SaaS

SwissPost
PS
L 4> Voting Server
1 HTTPS
AMQPS L> Web Server HTTPS
¥
Message Broker
JDBC =
> I JDBC—p ===

Y
(w) (v}
(2] (g}
[N <
[ —
&
=]
(53]
l‘.\

AMQPS

v
(v}
(9]
=
—
-
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(s3]
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Canton 1

Canton 2

 Challenge - Scalability

From Monolith to Multi-Tenant SaaS
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SwissPost

SwissPost

>

Voting Server

AMQPS

Message Broker

e
HTTPS
W L Web Server

L JDBC

v

ITTPS
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 Challenge - Scalability

Canton 1

Canton 2

Canton 3
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From Monolith to Multi-Tenant SaaS

SwissPost

SwissPost

SwissPost

>

Voting Server

[€——

AMQPS

HTTPS
Lh Web Server
¥
Message Broker

\ JDBC

AMQPS

¥
—
O
2
<
o
m
T

{TTPS
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 Challenge - Scalability

From Monolith to Multi-Tenant SaaS

Canton 1

Canton 2

Canton 3

Canton 4
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SwissPost

SwissPost

SwissPost

SwissPost
[ 1 1> Voting Server fe¢———
HTTPS
AMQPS L Web Server
v
Message Broker

\ JDBC

'y

AMQPS

et _TIHwecsf

e = —

> cc3 | JDBC—>

~
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iTTPS
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 Challenge - Scalability

From Monolith to Multi-Tenant SaaS

SwissPost
Canton 1 T SwissPost
l-,/f‘H SwissPost
—1 SwissPost
Canton 2
=
l i/—b Voting Ser tﬂﬂHﬂT'Ps
Canton 3 ks W ]
sage Br
7'y
Canton 4
o __JlJ-oso
— AMQPS _ |
L —"“ cc3 "I—.JDS!}—FE E| |

More customers means more infrastructure
- Scalable Architecture for Modern Applications
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The 4 Levels of SaaS Maturity

Level 1

« 26 different solutions
« 26 different infrastructures 6

N N M~
— Total duplication 0 0 0

Tenantl Tenant2 Tenant3

— b e
Y | | 3

Instancel Instance2 Instance3
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The 4 Levels of SaaS Maturity

Level 2
« 1 configurable solution
« 26 different infrastructures é
o N N
— Unified source code 0 0 0
Tenantl Tenant2 Tenant3
| | |
Rl Bal el
Instance Instance Instance

Swiss Post — E-Voting Challenges — Céline Camacho & Nils Aellen — C1 Public 15.12.2025



The 4 Levels of SaaS Maturity

Level 3
« 1 configurable solution
1 shared infrastructure

~ &
— Multi-tenancy 0 “

Tenantl Tenant2 Tenant3

S
é Instance

cz

U

S Post — E-Voting Challenges — Céline Camacho & Nils Aellen — C1 Public



The 4 Levels of SaaS Maturity

Level 4

« 1 configurable solution

* 1 auto-scalable infrastructure ) ~N &
- M ature Sa aS Tenantl Tenant2 Tenant3

Pave a e ® sad i( lancer

Instance @
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The 4 Levels of SaaS Maturity

Level 4

« 1 configurable solution

« 1 auto-scalable infrastructure

— Mature SaaS
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n N

~

Tenantl Tenant2 Tenant3

T A NS IR T e SN .
1“:‘\." ./:’v Py .(‘! V:""'.”

" 'II S

Instance Instance Instance @
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Single-Tenant vs Multi-Tenant

Single-Tenant

T1 Instance 1
T2 Instance 2
T3 Instance 3

Complete isolation
& Major costs
& Complex maintenance
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Multi-Tenant

T1 T2 T3

Shared Instance

Economies of scale
Simplified maintenance
X lIsolation to manage

15.12.2025
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Key Technical Aspects

Tenant identification

(®) Claim JWT
@ URL Parameter

[£] HTTP Header

() Sub-domain
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Database strategies
Shared tables

tenant_id column present in each table

A database per tenant

Complete data isolation

15.12.2025
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 Key Takeaways

(@ Objectives 8B Trade-offs
» Costs reduction * Increased complexity
 Simplify maintenance  Security to strengthen
« Enable scaling « Data isolation
 Standardize code  Per-tenant configuration

Multi-tenancy is a major architectural choice that must be
planned from the design phase

Swiss Post — E-Voting Challenges — Céline Camacho & Nils Aellen — C1 Public 15.12.2025
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> Challenge - Data transfer

Canton 1

TMB/s

Swiss Post — E-Voting Challenges — Céline Camacho & Nils Aellen — C1 Pu

Canton 2
T00MB/s

blic

»  Swiss Post

Swiss Post

« Bandwidth depends on the worst

infrastructure



> Challenge - Data transfer

I:EP DE FR IT RM EN @ Help

@Cast\lote
" : « Bandwidth depends on the worst
ake your choice

Click on the contest to collapse or expand the contest. 1 f
9) A start otin | * Infrastructure

@ Select your Votation 1 Show vV
choices

« Data depends on size and complexity of
vote 0 of 5 seats filled show election

4 Verify your .
Election 1

5 4 Verify codes

6 @ Enteryour Election 2
i NV
confirmation 0 of 1 seats filled Show
code
7 % Verify .
finalization Election 3 } Show v/
code 0 of 6 seats filled
Election 4
Show v

0 of 1 seats filled
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> Challenge - Data transfer

Symmetric Authenticated Encryption

> Digital Signatures

> ElGamal Cryptosystem

> Mix Net

> Zero-Knowledge Proofs

Swiss Post — E-Voting Challenges — Céline Camacho & Nils Aellen — C1 Public

Bandwidth depends on the worst
infrastructure

Data depends on size and complexity of
election

Certified and recognized cryptography
generates voluminous data

15.12.2025 31



Chunking

Break large messages into smaller parts Sequential or Parallel

{ Initial Message } Chunk 1 )

‘ Chunk 2 )
Chunk 3
[ Chunk 1 I Chunk 2 I Chunk 3 } ® }
4

@
dah

Avoid timeouts
Reduce memory load
Enables streaming
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Reactive Streams & Backpressure

* Asynchronous data flow Backpressure

» Backpressure signals when receiver is

overwhelmed

» System adapts dynamically to load

[ Publisher H Subscriber J

v

‘.....IIIIIIIIIIIII‘-“

{
Prevents overload

Improves reSilience backpressure
Enables real-time responsiveness
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Key Technical Aspects

Chunk Parameters Backpressure Mechanisms
Chunk size Request
Many small chunks vs. Fewer big chunks Receiver requests messages
Chunk order Limit

Needed to reconstruct messages Receiver limits number of messages

Swiss Post — E-Voting Challenges — Céline Camacho & Nils Aellen — C1 Public 15.12.2025
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> Key Takeaways

(@ Objectives 8B Trade-offs
 Stable communication * Increased complexity
 Scalability « Debuggability
* Improve performance  Error handling

Prevent crashes

The amount of data transmitted is a design consideration when
building a scalable and resilient communication layer

Swiss Post — E-Voting Challenges — Céline Camacho & Nils Aellen — C1 Public 15.12.2025
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. Challenge - Resiliency

Voter A

Voter B

Voter C

Swiss Post — E-Voting Challenges — Céline Camacho & Nils Aellen — C1 Public

Voting Server

Control Component

Control Component

Control Component

Control Component

15.12.2025
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. Challenge - Resiliency

Voter A

Voter B

Voter C
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Voting Server

Control Component

v

Control Component

Control Component

Control Component

15.12.2025
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. Challenge - Resiliency

Voter A

Voter B

Voter C
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Voting Server

Control Component

Control Component

Control Component

Control Component

99 9 ®©

15.12.2025
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. Challenge - Resiliency

Voter A

Voter B

Voter C
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Voting Server

Control Component

Control Component

Control Component

A

Control Component

99 9 ®©

15.12.2025
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. Challenge - Resiliency

Voter A

Voter B

Voter C
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Voting Server

Control Component

Control Component

Control Component

AA

Control Component

99 9 ®©
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. Challenge - Resiliency

Voter A

Voter B

Voter C
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Voting Server

Control Component

Control Component

Control Component

AAA

Control Component

99 9 ®©
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. Challenge - Resiliency

Voter A

Voter B

Voter C
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Voting Server

Control Component

Control Component

Control Component

AAAA

Control Component

99 9 ®©

15.12.2025
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. Challenge - Resiliency

Control Component

Voter A

Voter B

Voter C
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Voting Server

O

Control Component

Control Component

Control Component

99 9 ®©

15.12.2025
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. Challenge - Resiliency

Voter A

Voter B

Voter C
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Voting Server

O

Control Component

Control Component

Control Component

Control Component

99 9 ®©

15.12.2025
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Voting Server

Control Component

Control Component
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Voting Server

Control Component

Control Component
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Voting Server
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v

Control Component

Control Component

15.12.2025
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Voting Server

v

A
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Control Component

Control Component

15.12.2025
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Voting Server

v

A

Swiss Post — E-Voting Challenges — Céline Camacho & Nils Aellen — C1 Public

Control Component

Control Component
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Voting Server

v

A

Control Component
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v

Control Component
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Voting Server

v

A

Control Component

v

A
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Control Component

15.12.2025

53




Voting Server

v

A

Control Component

v

A
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Control Component

15.12.2025
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Voting Server

v

Control Component

v
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Control Component

15.12.2025
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Voting Server

v

Control Component

v

~ S
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Control Component

15.12.2025
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Key Technical Aspects

How to? Queuing
Libraries Pros
RabbitMQ, ActiveMQ, etc. Broadcast, Listener, Load Balancing
Threads Cons

Async Publish/Subscribe Pattern Possible duplicate messages

Swiss Post — E-Voting Challenges — Céline Camacho & Nils Aellen — C1 Public 15.12.2025
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. Key Takeaways

(@ Objectives 8B Trade-offs

Increased complexity
Throughput vs. delay
Consistency vs. availability
Operational overhead

Scalability

Availability

Prevent timeouts
Transactional (stable states)

Interactions between systems must be considered
as soon as possible

Swiss Post — E-Voting Challenges — Céline Camacho & Nils Aellen — C1 Public 15.12.2025
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Challenges
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Want to know more?

Submit a report to our bug bounty
programme in YesWeHack
) up to € 230,000

Check out our published code on
GitLab and test the system

Experience E-Voting with the demo .

during and after studies

Swiss Post — E-Voting Challenges — Céline Camacho & Nils Aellen — C1 Public 15.12.2025
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Céline Camacho Nils Aellen

E-Voting Software Engineer E-Voting Solution Architect
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